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(G Security Requirements SEVECGM

Create LFind Application, Find Security | Cluster _Sel ect At
Application List Characteristics Requirements Analysis scenarios

|, Application Attack ., Risk , ldentify — _~ Design
Use Cases Use Cases Assessment  Security Func. Security Mech.

A | Starting with applications and general characteristics
A Analyzed > 50 different applications
A | Identified security requirements based on this understanding

A | Cluster Analysis: 8 application clusters, selected 10 example
applications

A | Detailed application and attack use cases
A | Identified 26 security functions

Al|SEVECOM Deliverable 1.1 AThreats a
http://www.sevecom.org/Deliverables/Sevecom_Deliverable D1.1 v2.0.pdf

Kargl, Ma, Schoch: Security Engineering for VANETS, Escar 2006
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Security Requirements SEVECGEM

> >

>

> > >

Authentication

A Entity authentication

A Attribute Authentication (e.g. IS_CAR property)

A Geoauthentication (authenticate location of node)

Integrity
Confidentiality

Privacy

A ID privacy

A Location privacy

A€ wWith revocati on
Non-repudiation / Liability issues
Avallability

Access-Control
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@ Security Functions

SEVEL&M

A | Identification & Authentication A Integrity Concepts
Concepts A Integrity protection
A ldentification A Encryption
A Authentication of sender A Detection of protocol violation
A Authentication of receiver A Consistency/context checking
A Attribute authentication A Attestation of sensor data
A Authentication of intermediate A Location verification
nodes 4 Tamper-resistant communication
A | Privacy Concepts system
4 Resolvable anonymity A DRM
A Total anonymity A Replay protection
A Location obfuscation A Jamming protection
A Access Control/Authorization
Concepts
A Access control
A Closed user groups
A Firewall/Checkpoint
A Sandbox
A Filtering
(e.g. at intermediate nodes)
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Baseline Security Architecture SEVELGM

>

>

>

Focus: Communication System

Main objectives

A ldentity and Cryptographic Key Management
4 Privacy Enhancing Technologies (PET)
A Secure Communication

Baseline solution design approach

A Standardized cryptographic primitives
i Easy-to-implement

A Low overhead

A Adaptable protection

SEVECOM Deliverable 2.1: Security Architecture and Mechanisms
for V2V/IV21 V2.0

Papadimitratos, Buttyan, Hubaux, Kargl, Kung, Raya, M.:
Architecture for Secure and Private Vehicular Communications,
ITST 2007
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Architecture Model

SEVEL&M

Create Find Application ) Find Security Cluster ) Select “typical”
Application List Characteristics Requirements Analysis scenarios —‘
Y
Application Attack Identify Design Analvsic
Use Cases Use Cases Security Mech. Security Mech. Y
SeVeCom Baseline Architecture
[ . [ . [ l
Design - Security o Security
Guidelines ” Modules "I Components
v v l
Founding Abstract Baseline
Principles Architecture Spedification
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In car Security
Module

Gateway/Firewall

Intrusion Detection
Attestation

Secure
Communication Module

Secure
Beaconing

Secure
Geocast

Secure
Georouting

Privacy Managemet
Module

Identification & Trust
Management Module

Identity
Management

Trust
Management

Base. Arch.: Conceptual View  SEVECEM

Tamper Resistant
Security Module

Secure
Time Base

Key/Certificate
Storage

Protected
Functions

Pseudonym
Application

Pseudonym
Management
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@‘Modules Comp. Mechanisms SEVECEM

-EES’

Privacy Pseudonym Application Pseudonym Selection Proc.

MIPV6/NEMO Privacy BS Loc. Obfusc

Secure Routing Secure CGGC,

Secure Aggregation Secure Aggregation
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oCVECUUIVI bDastE. AlICII..

Deployment View

Vehicle

Vehicle systems

SEVEL&M

V2I/V2I
Applications

Communication
Stack

In-car Security
Module

Secure
Communication
Module

Privacy
Management
Module

Security & Policy
Manager

Tamper Resistant
Security Module

Identification &
Trust

Management

Module

Wireless Medium

Direct Communication

(Cellular, Physical)

RSU

Communication
Stack

Security & Policy

V2| Applications

Manager
Secure Trust
Communication Management
M0(|11U|e Infrastructure
Identification &
Trust Backbone Secure
Management network Communication
Module Module
I
Tamper Resistant
Security Module

Service Infrastructure
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=) SEVECOM Base. Arch. SEVECEM
Vehicle
|| Security & Policy
Manager
Application 4,_ T 9
Vehidle g Secu_re _
A~ - | Communication
@ Module
(%3]
5" .
Security & Policy | Local Communication 3 Privacy
Manager Administration Stack N Management
Module
Service Infrastructure —
Administration
Manager RSU ]
Security & Policy
RSU Manager
Application g
S Secure
v [T Communication
Security & Policy . Local S Module
Manager Administration @
Communication 3
Stack
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@ Base. Arch.: Hooking Arch. SEVELCEM
Command
L SEVECOM
Application [*""""] ———-» Security
Data ’\ Component
Flow | e ) EEN
o
S SEVECOM
Net [* ] 8- “sequrity [« SEVECOM
o Component Security
) Manager
(P ) S s
@]
@)
<
MAC == ————» SEVECOM
Security >
Component
T — )
PHY Event-Callback
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Impl. Architecture Concept

Security-Manager

API

ID Manag.
Module

Privacy

SEVEL&M

Security Requirements Descriptor

/\

Safety Applications

<?xml version=f1
<security-req-spec>

<privacy>location</privacy>

<authentication
</security>

/

\

eneral Applications

<?xml version=f1
<security-reg-spec>
<privacy>location</privacy>
<authentication
</security>

Module

Secure Comm.'€
Module

A

APIZ AP API
C2C-CCH\wsmp TCP/IPV6
Routing

API

MAC/PHY

(IEEE 802.11p/1609.4, C2C-CC, CALM)
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(G Security Reqg. Specification SEVECEM
Al Syntax

A XML-based
4 Resource Description Framework / RDF
Al Example

<?xml version="1.0"?>
<rdf:RDF xmins:rdf"..." xmIns:s\="http://www.sevecom.org/schema#">
<rdf:Descriptionrdf:about"http://www.c2ccc.orgkehicle-based _road_cond_warning>
<rdf:type rdf:resource"esafetyApplicatiolf>
<svirrequires
<sv:SecurityRequirememhodule="PropertyAuthentication">
<svnodeType>Vehicle</sv:nodeType
</sv:SecurityRequirement
</requires>
<requires>
<sv:SecurityRequirememhodule="Privacy">
<svidPrivacy changelntervak="5s"/>
</sv:SecurityRequirement
</sv:requires
</rdf:Descriptior»
</rdf.RDF>
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@ Opportunities SEVECEM

Dynamic security and privacy configuration
allows

A Configure priorities in case of contradicting security requirements

A Extend security / privacy configuration during operation, e.g. when
new applications get installed

4 Personal security and privacy profiles

A User empowerment

A How to create/edit profiles? Security User Interface
A Adapt security / privacy to national regulations

A Even during use, e.g. when crossing borders
A€

m
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@ SeVeCom and NoW/Fokus SFUVECEM

Infrastructure Local Node
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@ SeVeCom and NoW/Fokus

SEVEL&M

Application

ILP

In Car Middleware

ILP

Mobility
Sensor

Mobility
Sensor Network

ILP

Wireless Dev. Driver

\\Conve\‘\ence Layer

Security Manager
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()| Next Steps SEVELCEM

Baseline Component Specification

Status

A Standardized component description including
A Purpose of component

Prerequisites for component

Interfaces and services provided by component

Description of component

Performance aspects

Related Work

A Work has started for the following components
|dentification

Trust Management Infrastructure

Pseudonym Management

Pseudonym Application

Secure Beaconing

Secure Flooding

Secure Routing

A Should reach a somehow mature state until end of the year

> >

> > > > >

> > >» » > > I
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ID Management SEVEL&M

>

>

>

Need to prevent unauthorized network access and Sybil
attacks
|dentification of a vehicle or RSU needs to be protected

Solution: PKI-based approach

A

A

A

A

Privacy Problem: nodes get traceable @
when using fixed identifiers ~ M7

Public key cryptography, certificates, CAs, message signing
Issued at construction, extended later automatically
Stored in tamper-resistant hardware

Crypto-based addresses:
derive MACs, | Ps, & Ib 1l i1 C

SR
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Changing Pseudonyms SEVELCGM

Privacy Enhancing Technologies (PET)

A Temporary Pseudonyms
A Remove all identifying information from certificate

A Equip vehicles with multiple pseudonyms from pseudonym
providers

A Alternate among pseudonyms over time (and space)
A Pseudonym provider can resolve pseudonyms e.g. in legal

disputes
PSNYM_3 2

PSNYM 2 2 [ PSNYM_1 1

PSNYM 1 2 B PSNYM 3 1 PSNYM 2 1

PSNYM_2 3
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RWTH Aachen 11.06.2007



